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Abstract

The paper will describe the environment (called TeleDICOM) supporting remote collaborative consultations in medicine. The notion of collaborative work although well known in distributed systems area is unfortunately still hardly present in medical applications. Being able to process only local data or at most cooperate with databases they lack interactivity with other users.

The functionality of TeleDICOM will be presented. The main usage scenario will allow a doctor from a local hospital to consult patient examinations in form of various digital documents with specialists from a clinic hospital. Supplemented with videoconferencing tools the whole environment will significantly improve access to highly qualified medical professionals for peripheral medical centres. The application  seems to be very helpful also in the area of teaching medicine students which could either passively participate in real consultations or take active part in teaching sessions arranged specially for them. The system will use mainly DICOM images which have high diagnostic quality and are generated by most modern medical equipment.

The overall architecture of the system will be presented. The system is being developed using state-of-the-art distributed systems technologies. The data security, efficiency of network communication and user-friendliness of the application have been kept in mind.

The idea of the application has been one of the laureates of a project “Internet w Szkołach”; organized by Polish President. TeleDICOM is being developed in Institute of Computer Science of AGH-UST which is an active member of Krakow Centre for Telemedicine and Preventive Medicine.

Introduction

Telemedicine can be understood in a number of ways. In a colloquial language it is usually meant as just distant operating patients. Although the true face of telemedicine is not so spectacular it is really helpful in everyday life of patients and everyday work of medical staff. Direct benefit for patients consists in delivering desired health care through the use of telecommunication technologies what allows them to be treated better and cheaper and even be continuously monitored without staying in a hospital. 

Telemedicine should be defined as a remote access to medical services. Its important aspect is a transfer of electronic medical data (patient records, radiological images etc.) from one location to another. This allows nearly immediate access to expert advice for smaller medical centers in more difficult cases and this aspect of telemedicine is discussed in the article. Medical consultations can be realized in numerous ways; a relatively new approach is an interactive telemedicine. Interactivity allows a distributed consulting team to work collaboratively by sharing the same medical document and exchanging opinions online. The added value of this approach is facilitating of teaching students and medical staff.

The notion of collaborative work although well known in distributed systems area and popular in messenger- or whiteboard-like applications is unfortunately still hardly present in medical applications. Being able to process only local data or at most cooperate with databases they lack interactivity with other users.

Institute of Computer Science at AGH-UST as an active member of Krakow Center for Telemedicine and Preventive Medicine in the recent years has designed and developed a few applications from the area of telemedicine. They have been adopted very positively what proved a real desire for such applications and induced us to realize a complete environment for remote collaborative teleconsultations. Its proper design and implementation are not a simple thing. Two most important aspects are meeting functional requirements of future users allowing them to use the system in a comfortable and friendly way and creating efficient architecture what is crucial in interactive distributed environments.

The content of the article is as follows. First section reviews existing applications from the telemedicine area, some of them have been designed and developed in the Institute of Computer Science at AGH-UST. Second section introduces the technologies important from the collaborative telemedicine point of view. The following sections discuss the requirements of the TeleDICOM, its architecture and current state of implementation. The paper ends with conclusions.

Existing Applications Review

TeleDICOM may be seen as the application which integrates an interactive teleconsultation system with a medical data storage system. The idea of such application in healthcare is not new and has its roots in the 90’s of the past century but now with the Intenet 2 and high performance of today’s computer systems there are technical possibilities to efficiently implement it.

It is important to show the difference between TeleDICOM and other healthcare systems like PACS (Picture Archiving and Communication System) or web-based teleconsultation systems. Therefore, in the next subsection we shortly describe PACS and later introduce an example of web-based teleconsultation system developed by the authors – Konsul II. Finally at the end of the chapter we describe some common-use teleconferencing tools and in particular TeleNegatoscope, the tool dedicated to interactive telemedical consultations.

Picture Archiving and Communication Systems

Initially PACS were recognized as high-speed, graphical, computer network systems used for the storage, retrieval, and display of radiological images[2]. However, the impressive growth of this sector of healthcare has blurred this definition of PACS. Now the systems are supporting not only radiology but many other disciplines like cardiology, pathology etc. According to NEMA
 there are detailed some components of the PACS system; among the others there are: Archive/File Servers, Diagnostic Review Stations, Secondary Review Workstations, Web-based Image/Informational Servers and Network Infrastructure. This list may be extended with Voice Reporting Systems, Film Digitizers, Ultrasound MiniPACS etc. in case of particular application [1].

PACS is an important element of a modern hospital. Providing support for the other systems like RIS or HIS it may greatly extend overall functionality of healthcare enterprise and move it toward “filmless” environment. Moreover, extending the environment with teleconsultation system is a great opportunity for medical centers to exchange experts’ knowledge.

It is worth to notice that Picture Archiving and Communication Systems, although giving web-based interface, are not web-based teleconsultation applications. The former is mainly used for archiving and accessing the data, the latter, as described in the next subsection, allow users to exchange opinions and comments on examinations.

Konsul II

In cooperation with John Paul 2nd hospital in Cracow there has been implemented Konsul II, a specialized system to medical consultations for small peripheral hospitals. The system is based on the convenient web interface which allows a doctor from a small center to upload a medical documentation onto a server in a referential center. Then the case is consulted by medical professionals from the referential center and results are send back using e-mail or any other conventional mean of communication. Real advantage of the system is the easiness of use and combining DICOM files with other medical data in electronic form (e.g. Patient Information Card, JPG or GIF files).

Although proposed model of consultation is acceptable and Konsul is well functioning in three cities (as a client – in peripheral centers) and Krakow (as a server – in consulting center) the needs for interaction are growing. Using Konsul II consultee and consulting team work independently and there is no communication between them during a process of diagnosing. This gives the consultee no chance to take active part in consultation and describe their problem online.

Generally, web interface is not appropriate for interactive communication, so there must be implemented other more efficient tools to make better use of faster and faster Internet connections.

TeleNegatoscope

KCTM
 project benefited by creation of TeleNegatoscope, a tool for interactive medical consultation [4]. The name of the tool is connected with its initial destination – remote access to negatoscope – but it quickly turned out that TeleNegatoscope may be successfully used also with other medical documentation like ECG, paper forms etc.

The tool allows two sides, peripheral and referential, to work on the same data at the same time and exchange opinions and comments between each other. Data utilized by the application are compressed digital images and annotations are exchanged using simple shapes: ellipses, rectangles, sections and a pointer. Thanks to that during a consultation only small amount of data is transferred conserving network bandwidth.

As an efficient tool for peripheral medical centers with poor connection to the Internet, TeleNegatoscope is limited to work only with ordinary graphical formats representing medical documentation. Unfortunately, the quality of acquired pictures is not sufficient enough in some kind of examinations (esp. CT or coronarography).

Whiteboards, Data Sharing, Interactive Communication

There is a broad range of common tools for interactive voice, video and data exchange. Some of them make use of dedicated ISDN lines, others like Microsoft Netmeeting or VIC and RAT
 are destined to be used in the Internet. The former give a very good quality of video and voice exchange and what is very important low communication delay. The latter are often freeware but give only acceptable quality of interaction due to the nature of the Internet. In both cases the tools are a good starting point to interactive teleconsultations in healthcare but hardly may be considered as a satisfactory solution because of their inability to process medical documentation. This greatly impede the data exchange between patient’s electronic health record and the consultation system.

Technology overview

The chapter concentrates on issues which were taken into consideration while designing TeleDICOM system. It shortly describes technologies, standards and solutions used and discusses their application.

DICOM

DICOM (Digital Imaging and Communication in Medicine) [2] is a result of efforts to create a standard method for the transmission of medical images and their associated information which started in the eighties. Having an open architecture, DICOM enabled equipment from different manufactures covering a range of examination types (so called modalities) to be interconnected. This is why it soon has become the industry standard.

Distinct from various general-purpose graphical formats, DICOM file offers a very good, diagnostic quality of the image, although, where a worse quality is clinically acceptable, also lossy compression can be applied. DICOM file contains many so called tags (name-value pairs) precisely describing not only the image and how to properly display it but also information with patient demographic data and examination annotations. The operations which are the most characteristic of DICOM format are following: adjusting Hounsfield window value, animating dynamic images (e.g. from coronarography examinations), displaying contained tags and marking annotations. Hounsfield window scale adjusting is necessary to notice the subtle differences between some tissues, and two parameters are used here: the value, expressed in Hounsfield Units (HU) and window’s width; the values outside the window border are non-distinguishable.

DICOM is not only the specialized file format but also a client-server protocol. It introduces different services (e.g. storage, printing, displaying) called the Service Class and their providers (SCP) and users (SCU). For example, a laser printer is the SCP providing printing service for a workstation (being Print SCU). Infrastructure of hospital PACS systems consists of many such devices.

Security issues of medical information became being considered more seriously in recent years. This manifests not only in installing firewalls in hospitals but also in DICOM protocol changes. DICOM standard authors in consecutive annexes address among others secure transport connection, data integrity and authentication of users and media security (e.g. encryption of the DICOMDIR file storing DICOM data on media). This all together allows efficient transfer of medical data over insecure networks.

Microsoft .Net platform

Growing popularity of the Internet and its services would be surely not possible without modern environments making development of such services more and more easier. There is plenty of such environments differing between each other on concept and possible applications.

Environments called middleware are set of common services that enable applications and end users to exchange information across a network. Being a software lying between an operating system and applications they offer programmers a number of features allowing transparent access to resources located all over the Internet, no matter how and in which programming language the service was implemented and which hardware and software platform it hosts. Recently the most popular middlewares are CORBA, RMI and Microsoft’s COM+. 

There exist also complete frameworks giving support not only for convenient and efficient network communication but also for creating graphical user interfaces and accessing databases. Two such frameworks are worth enumerating: J2EE [9] and Microsoft’s .Net Framework [8]. Since it was the design decision to use .Net for TeleDICOM system developing, it will be now described shortly. The justification of this decision will be given in chapter devoted to the implementation.

.NET can be seen as a software platform. It is a language-neutral environment for writing programs that can easily and securely interoperate. It provides a platform enabling executing programs wherever .NET is implemented
 instead of targeting a particular hardware and operating system combination. The .NET Framework consists of two main parts: the common language runtime (CLR) and a comprehensive, hierarchical class library. CLR as an execution engine of .Net provides an environment within which programs run. The CLR executes code in Intermediate Language (IL) to which users programs are compiled independently of programming language chosen. Developers can write their software in over 20 programming languages (e.g. in a new C# language native for the platform or in the old well-known Fortran) choosing the one they prefer, or the most appropriate for a particular application. The second component, class library, provides very rich functionality supporting among others input/output operations, network communication, database access, security, thread management and user interface creation.

.Net Framework has strong support for developing Web Services which are a concept of exposing any services available in heterogeneous network environments. Web Service is a server side component running on a web server and used by a client application (traditional one or an HTML page) or another web service. The messages used for communication between them are constructed and transported using SOAP (Simple Object Access Protocol) [10] which is an XML-based protocol. SOAP messages are usually carried in HTTP packets what enables to establish communication even if firewalls are installed between sides. Web services are usable only if potential users are able to find information sufficient to permit their execution. To make it possible, WSDL (Web Service Description Language) [11] language is used. WSDL document is an XML document describing both interface of the web service and its location. The description of the service may be created manually but often development tools offer automation of this process. Description of the Web Service can be made publicly available by placing it in an UDDI (Universal Description Discovery & Integration) [12] registry. UDDI is a hierarchically organized catalog system classifying various services which enables efficient discovering desired resources and managing existing records.

Web Services are standard and extremely popular form of communication in the today’s Internet. In the context of .Net Framework, this mean of communication is desirable if one needs to interoperate between different environments or applications. The main disadvantage of web services is their poor efficiency so when performance issue is crucial it is reasonable to use other, much more efficient, Remoting mechanism. Remoting offers communication only within the .Net environment; two ways are currently defined: TcpChannel and HttpChannel. The former, default one, serializes all messages to a binary form and offers better communication performance. The latter uses SOAP for message formatting and exchanging with optional binary conversion; since the data is passed via HTTP port, it can pass through firewalls.

Interactive communication in distributed environments

Interactive communication in a distributed environment must cope with many complex problems. One of them is a delay of transmission between communicating sides. Although the delay is unavoidable its minimization is crucial. It is assumed that maximum RTT (round trip time) acceptable in the interactive communication is 300 ms and exceeding it makes a conversation uncomfortable. In reducing the problem it is important to understand the factors that influence it:

· Data generation – strongly depends on kind of the data; in case of audio/video stream the total delay consists of analog data acquisition, digitizing and mostly compressing. Some multimedia encoding standards introduce the structural delay coming from algorithms used and cannot be eliminated. A less or more significant delay occurs also in case of non-stream communication: before a triggered event is sent to a network it needs to be locally processed.

· Data transmission depends on many factors: distance between sides, actual bandwidth available and protocol used. 

· Data presentation phase requires buffering, and local processing of incoming data: media streams must be decoded, transformed into analog form and presented. 

As mentioned above, sophisticated network protocols introduce more overhead which may be not acceptable in real time communication. Most of the current protocols are built over TCP protocol which guarantees reliable data delivery. However, in real time communication, reliability is not always necessary, sometimes even not acceptable because a reliable data transfer is achieved by retransmission of lost packets what can even paralyze receiving of continuously coming data stream. This is why usually such communication is built using unreliable UDP protocol.

Next important issue in developing interactive distributed applications is efficient data transfer. Usually, in videoconference-like sessions there are many participants who want to receive the same data. The optimal and extremely popular solution is to use IP multicast approach allowing participants to transmit single copy of their packets to a group address; the data will be received by all remaining ones. There are however two drawbacks of this solution. First, multicast is usually not enabled on WAN links what often limits its usability only to local networks, second, multicast transmission from its nature is not reliable and reliability, if desired, must be provided separately. There exists a number of reliable multicast protocols but they are not popular yet and introduce significant overhead which pays off only if a big number of receivers joins such session. In quite small sessions (up to dozen or so participants) point-to-point solution seems to be better.

In multimedia sessions events coming from many participants have strong time constraints and must be kept synchronized. For this purpose Real Time Protocol (RTP) [13] is used which is a transport protocol for real-time applications and an open standard published as RFC 1889. RTP is extensively used in Internet multimedia applications to support exchanging audio and video streams. Not ensuring reliability by itself, it provides time stamps allowing detection of lost packets, ordering them and processing at desired intervals at the destination. RTP is oriented towards handling continuous streams of media, nevertheless, it is possible to enclose its information to non-stream data sent via reliable link exploiting only RTP’s synchronization abilities.

There is a number of existing libraries using RTP for audio/video streams processing which are worth reusing in own applications. Beyond stamping the streams they provide additional essential features. Two of them are especially important: data mixing and transcoding. Thanks to mixing streams it is possible to process (e.g. retransmit) one instead of coming multiples. Ability of transcoding data into other format and changing (mainly: lowering) spatial or temporal resolution can be useful in heterogeneous environments with varying bandwidth available.

The important issue to correctly handle media coming from multiple sources in terms of time conditions is keeping the clocks of participants’ computers synchronized. Although doing it by itself is possible it is better to use dedicated solutions, such as Network Time Protocol (NTP) published in RFC 1305 [14]. NTP constitutes a distributed network of time servers operating in a self-organizing, hierarchical master-slave configuration synchronizing local clocks to time standards. Accuracy offered by NTP depends on many factors but usually is not less than a few milliseconds what is fully sufficient for real time interactive communication. In many applications it is not indispensable to be connected to the networks of NTP servers; a standalone one can distribute its own time.

A very important aspect to be considered when designing distributed applications, first of all medical and commercial ones is strong security of data storage and transfer. Their designers and developers must be conscious of possibility of different attacks on information being sent. The solution is simply encryption of transferred data but, unfortunately, higher degree of security unavoidably drops performance what poses a problem especially in interactive real time communication.

Requirements and functionality of the system

The idea of TeleDICOM strongly benefits from the TeleNegatoscope concept, which has been successfully implemented in a few Polish hospitals. Sharing a common view of medical documentation and possibility to interact among participants by pointing and drawing shapes enables to process consultation in a natural way. Nevertheless, there have been also a few essential drawbacks noticed. A significant one is lack of DICOM images handling which are very popular in medical environments. The next feature worth implementing is handling multiple participants of a session when the consultation team is distributed across different hospitals or branches. Experiments with the TeleNegatoscope proved also that a voice channel is necessary and it would be better to integrate it into one application instead of running separately.

As a complex environment, TeleDICOM must consist of a few separate components working together and constituting the whole system. There have been introduced two main parts of the system: one designated for consultations themselves and the second, for their preparation and data storage. Their functionality and requirements will be discussed in the following part of this section.

Consultation application basic functionality

TeleDICOM operates on so called sessions (or consultations) tied with one particular patient. A session can consist of multiple examinations. Such an examination is usually a DICOM image, either static or animated but it can also be other graphical, textual or media document. As yet, medical documentation often exists only in paper form and the fastest way of making it available to others via computer network is either to scan it or simply take a picture of it with a digital camera. All these documents can be concurrently open and placed inside application area similarly as in any windows manager.

On each of such images it is possible to operate in the way analogous to whiteboard applications treating the medical document as a background. TeleDICOM will allow participants to draw basic geometric shapes such as rectangles, circles, arrows as well as magnifying glass. The shapes are going to mark the region of interest and can be moved, modified or deleted by their owner or other participants depending on their permissions. So as to point the fragments for a short time more easily, as using a laser pointer, a special cursor has been introduced. It can be correlated with a system cursor and its changing position is continuously reported to other users. Of course this option can be switched off.

It seems desirable to give the user two work areas: one shareable and synchronizable and the second, private. In case of the former, by `synchronizable’ authors mean that all users’ actions will be reported to others so all participants of the session will see the same. The latter will be useful e.g. for checking or reminding something and the user activity will not affect the others.

Each allowed format (e.g. DICOM, jpg, text) will have permitted actions which can be performed on document in it, some of them will be marked as synchronizable. For example, to the actions which will be synchronized while working on the DICOM image belong, among others: adjusting Hounsfield window value, setting pace of animation and slice number in case of dynamic images, and setting the image size and visible part.

Additional features

As a matter of fact, TeleDICOM is a specialized teleconference application, thus to the features which are surely worth implementing belongs participant management: notifying about their appearing and disconnection. As already mentioned, it is desirable to integrate additional media with the TeleDICOM client application so as to improve convenience of its usage. Support for live audio and text channels (like chat) is crucial and video channel is an option. Additional features also worth implementing are the following:

· Data anonymizing. Beyond being used for consultations between hospitals, the goal of TeleDICOM is to become a very useful tool in teaching medicine students. They will have the opportunity to see cases interesting from the medical point of view and be instructed by their professor. Each student will have direct and convenient access to the examinations from theirs personal computers. Such dedicated sessions would not differ from ordinary consulting sessions at all. To respect requirement of personal data protection, the medical documentation should be anonymized, i.e. all personal data should be removed.

· Data filtering. There are no contraindications, moreover, it would be instructive, to allow students to participate also in real consultations. This implies introducing set of permissions for various participant types. The administrator of the session could cut permissions in such events, allowing students just for observation. Data filtering mechanism can be easily extended as bandwidth available for users can vary. There has been considered filtering of media making it possible for users with a poorer network access either completely cut off particular streams (e.g. video) or worsen their quality. These functionalities are realized by a rendezvous point described in the next section.

· Session logging. Some sessions should be recorded what is necessary for evidence reasons and if one wants to interrupt them and resume in some later time.

Session preparation and data storage

The main goal of the application is to be used by consulting team consisting of an commissioning doctor and one or more specialists from the given area. The consulting sessions are going to be organized by the main hospital on regular basis. The precise date (slot time) is set by part of the system taking into consideration various factors e.g. accessibility of designated consultants or room for consultations. Thus making an appointment could be a multi-step negotiation process until the consensus is achieved. (In urgent cases it is however more convenient to set the date using external tools, e.g. mobile phones.) TeleDICOM environment should support making appointments for sessions, the requisite is to enable users to have simple access – from anywhere and anytime – to scheduled events. 

The examinations which are going to be used in consultations must be prior delivered to a central database forming a patient evidence. From there they will be redistributed to computers of session participants whenever necessary (the same data can serve in many consultations). Since the volume of data designated for a consultation can be sometimes as huge as several hundreds of megabytes it is desirable to be able to deliver it to participants’ computers before, e.g. during a night when the bandwidth available is better and cheaper. Nevertheless, if network conditions allow it should be also possible to send needed and overlooked examinations just during the session. It is a good practice to enclose thumbnails to each examination so as to made possible to review them quickly if necessary.

The System Architecture

As described above, TeleDICOM is the integration of the data storage and access system and the interactive tool for medical consultations like TeleNegatoscope. The architecture of the system includes two main parts: one responsible for storing persistent data with Konsul III Server, Proxy and Client and an interactive one with Interactive Communication Server and Client. All they are equipped with auxiliary User Information Subsystem and Appointment Subsystem. The view of the whole system is presented in Fig. 1.


Fig. 1. View of TeleDICOM system
Konsul III Subsystem

The name of the part is not accidental, Konsul III Subsystem integrated in TeleDICOM is the extension of the implemented Konsul II. Benefited from experiences of its predecessor, Konsul III presents different, improved architecture as shown in Fig. 2.


Fig. 2. Architecture of Konsul III Subsystem

In the application layer there are components like Konsul III Client and Konsul III Proxy described below. The lower, presentation layer, offers web services publicly available giving access to the required functionality and facilitating future extensions. Business logic layer hides web services responsible for achievement of the required functionality to the upper layers. Consecutive, data access layer, offers uniform interface of data storage layer independently of database engine used in the lowest one.

The components of the system are presented in Fig. 3. The main component, Konsul III Server accessed mainly by web services is used for storing and retrieving examinations and for logging consultation data. The web services give uniform interface for both Proxy and Client as well as other subsystems and external web browsers. Konsul III Client is a specialized application for medical data preparation and upload to the server. Finally, Konsul III Proxy as an optional element of the architecture works on behalf of clients and has been designed for improving overall performance and reducing data transfer costs. Data prepared by clients are sent when reasonable from the economical point of view and are additionally cached to avoid transferring it back before consultation.







Fig. 3. The components of the Konsul III Subsystem

Interactive Communication Subsystem

The ICS is built in a very different way than Konsul III Subsystem. Main pressure in this part is put on low delay interactive communication. Due to this demanding requirements there is no chance to make use of web services for data transmission between ICS and ICCs. The real challenge in designing the system was how to achieve both required efficiency and required functionality. Proposed solution is based on rendezvous point architecture. As shown in Fig. 4, ICS consists of one Interactive Comm. Server as a central point of message and stream exchange and many equal Interactive Comm. Clients 



Fig. 4. Rendezvous point architecture of Interactive Communication Subsystem
The server is responsible for multiplying and filtering of data streams and messages received by particular client to the others but also has to mix and transcode data streams to improve communication in low-bandwidth networks. It is worth noticing that there may be several IC Servers existing in the TeleDICOM system. In fact they even may be run on ad-hoc manner being as close to the clients as possible. All this endeavor to reduce communication delay and improve interaction between the clients.

The architecture of IC Subsystem is very simple. As shown in Fig. 5 there are only three layers. Application layer consisting of IC Client allows users to interact between each other. Presentation layer contains IC Server’s web service for management of communication with Konsul III Subsystem, filtering policies and auxiliary Appointment and User Information subsystems.


Fig. 5. Architecture of Interactive Communication Subsystem

The lowest, communication layer, makes use of RTP and NTP to perform real time data transfer and synchronization between data streams and message exchange.

Session Appointment and User Information Subsystems

Professional teleconsultation service requires not only efficient data transfer from client to client but also session appointment mechanisms as well as user information subsystem.

Appointment service is provided by specialized, web based Appointment Subsystem. The role of the system is to give users easy way of making arrangements of forthcoming teleconsultations what is very important not only for user convenience but moreover for in time data delivery.

User Information Subsystem offers general-purpose authentication and authorization service common for all components of TeleDICOM system. This gives central, unified interface simplifying management of users.

Both subsystems are built with all five layer architecture in mind which is presented in Figure  in chapter 0. It is important that components from two lowest layers i.e. data storage and data access layer are reused in this systems. Higher layer are customized to particular system requirements.

Implementation

During the system designing and developing authors make use of widely accepted spiral application development approach. Currently there is ready the first design and first prototype implementation of several components of the system. Now it is time to complete missing components and prove if considered standards and protocols are best suited to desired functionality. For control communication we have decided to use SOAP protocol giving high level of abstraction and easiness of integration. More demanding, interactive communication needs of course more efficient transmission for streaming and message exchange using low level RTP protocol.

All the above is susceptible to privacy violation so security aspects are very important and taken into consideration seriously. We assume all data transmission shall be secured using available technologies like SSL [7,4] with its certificates and private key exchange mechanisms. Unfortunately, efficient interactive communication is hardly possible in secure environment due to overhead of encryption and decryption what was proved during preliminary tests. Therefore Interactive Communication Subsystem for passing voice, video etc. will not use any encryption to reduce end-to-end transmission delay and improve interactiveness. Privacy in case of ICS is going to be assured by secure medical documentation transfer and user authentication and authorization.

The key decision in development was conformance to standards instead of creating proprietary solutions. Reasons of this more demanding approach are openness of the system to other tools and applications and existence of ready to use open source implementations of the standards.

Why .Net? It must be emphasized that TeleDICOM is going to be mainly a research project, not the commercial solution. This is why authors decided to check whether the new, not well known Microsoft’s framework is useful in writing not trivial distributed applications. The additional argument for the choice is Windows operating system’s popularity in the personal computers area as well as fine robustness of the environment being close to this operating system and easy integration with other Microsoft’s application (e.g. Office kit).

Conclusions

TeleDICOM is in early phase of development and many problems still need to be solved. Its successful implementation in terms of robustness and sufficient functionality is the first step. The second one is putting it into everyday practice what will mean significantly improvement of process of medical consultations in Poland. 

The idea of the application has been received with interest in Krakow medical environment. Moreover, it has been one of the laureates of a project “Internet w Szkołach” (“Internet in Schools”) organized under the auspices of Polish President. 

There are many improvements worth implementing that we have in mind. For example, TeleDICOM is developed as a standalone system but its strict integration with hospital PACS systems is considered. This will make it possible to transfer data inside hospitals easier. The other idea is connecting TeleDICOM’s Session Appointment Systems with existing messengers application or mobile phones. All these features make the project bigger and bigger and will be implemented only in next releases after a basic assumed functionality is reached.

The project will also be a practical validation of the promising .Net Framework.
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� NEMA, National Electronic Manufacturers Associaction, Medical Imaging and Informatics Section. 1300 North 17th Street, Suite 1847, Rosslyn, VA 22209 USA.


� Cracow Center for Telemedicine – http://www.telemedycyna.krakow.pl.


� Tools from University College of London.


� As yet only Windows operating systems are possible but work is in progress to build such platform for other OSs, see e.g. Mono project (http://www.go-mono.com).





